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Abstract   
 In the digital era, protecting confidential information from unauthorized access 

is crucial. Information can be represented through a variety of communicative 

media, including text, video, audio, and images, with text being the most 

common. Traditional methods require carriers to disguise secret information, 

leading to carrier modifications which are challenging to avoid steganalysis. In 

contrast, coverless information hiding does not modify the carrier and transfers 

Secret message directly via the stego cover‟s built-in attributes. The most 

crucial positive significance for the development of coverless information 

hiding technology is based on the Chinese mathematical phrase. The primary 

goal of this review is to examine the most recent findings in the fields of 

coverless hiding, development approaches, selected datasets, metrics of 

performance, and issues of hiding applications in English, Chinese, and other 

languages. The findings demonstrate that researchers have considered the 

Keywords and tags, approaches while the approach-based Markov model is 

mainly used with the English language. Additionally, the study reveals that 

hiding capacity, success rate, and security analysis metrics are the most 

common metrics used to evaluate coverless information hiding performance. 

As a final point, the unresolved issues and potential future directions are 

addressed to improve hiding capacity and algorithm efficiency, embed and 

extract information correctly, and extend these techniques to other languages. 
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1.Introduction   

    With the significant improvements in signal 

processing and transmission systems, 

multimedia data becomes simple to alter, 

obtain, and replicate. Therefore, network 

security and secure communications via public 

and private channels are more crucial 

challenges, particularly as the use of 

computers grows in both social and 

professional contexts. One method for 

obtaining a secure communication medium 

and safeguarding the information during 

transmission is data hiding. It provides a 

method for embedding data into different 

types of media (text, video, and image) while 

minimizing the amount of “host” signal 

deterioration that can be detected; the hidden 

data should be unnoticeable and inaudible to 

an observer [1]. 

Due to the secret message‟s modest size 

compared to the cover text‟s massive amount 

of data, it is considerably easier and more 

reliable to hide and retrieve secret messages 

using electronic media rather than physical 

things. Since computers can effectively 

manipulate and execute data and algorithms 

required to retrieve Secret message, the 

extraction process can be mechanized when 

the data is electronic [2].  

 

Steganography is the art of sending covert 

communications or concealed information via 

a network so that a third party cannot discover 

its existence [2]. Steganography comes from 

the Greek words „steganos,‟ which means 

„covered or concealed‟, and „graphene‟, which 

means „writing‟ [3]. The information intended 

to be concealed in the cover data is referred to 

as embedded data in the context of 

steganography. The data that includes both the 

embedded information and the cover signal is 

known as stego data. The method of 

embedding involves incorporating concealed 

or embedded information into cover data. The 

original, including the text, audio, and video, 

are all called the cover. While the field of 

steganalysis belongs to the detection of 

steganography, estimation of message length, 

and its extraction [2, 3]. 

There are numerous ways to arrange 

steganography. For instance, the kind of 

carrier determines whether a file is text, 

image, audio, video, or a protocol file used to 

incorporate hidden data. Pure steganography, 

secret key steganography, and public-key 

steganography are all different ways of hiding 

information based on the type of the used key. 

Additionally, three methods are utilized to 

secure information in a cover object dependent 

on the embedding method: insertion-based, 

substitution-based, and generation-based 

techniques [4, 5]. Due to the lack of redundant 

data in a text file compared to an image or an 

audio file, text steganography is thought to be 

the most challenging [6]. 

The chosen carrier can take various forms, 

including pictures, texts, audio, and videos. 

When performing the information-concealing 

process, the unnecessary portion of a picture, 

text, audio, or video carrier is employed to 

conceal secret information. Traditional 

information hiding techniques have a 

significant problem because they cause 

particular modifications in the selected carrier 

despite Secret message. The modified carrier 

cannot withstand all steganalysis attacks, 

making it a poor choice for carrying sensitive 

data. Therefore, in this approach, there is 

always a possibility that cyber criminals could 

access or destroy secret data [7].   

The premise of coverless information hiding 

resolves the problematic issue of conventional 

data concealing methods‟ poor security and 

low concealment. Without changing the 

carrier, such sensitive data would be 

transmitted between the sender and the 

receiver. The shared carrier can be used to 

choose or create a secret message. Due to their 

coverless nature, carriers can fend against 

most steganalysis techniques and malevolent 

attempts [8]. 

The fundamental aim of this literature review 

is to examine the most recent studies to 

provide answers to the proposed research 

questions concerning coverless hiding, 

development approaches, metrics of 

performance, selected datasets, and issues of 

hiding applications in English, Chinese, and 

other languages. 
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The current paper has the following key 

contributions: 

1. It distinguishes coverless hiding from 

traditional methods by enabling direct 

transfer without carrier modification, 

reducing steganalysis susceptibility. 

2. Explores recent advancements in 

technology across languages, focusing on 

English and Chinese, highlights prevalence 

of approach-based Markov model in 

English applications. 

3. Identifies key performance metrics like 

hiding capacity, success rate, and security 

analysis. 

4. Outlines unresolved challenges and future 

directions, including capacity enhancement, 

algorithm efficiency, and extension to other 

languages. 
 

The rest of this paper is organized as follows. 

Section 2 presents a brief background on 

coverless text information hiding. Section 3 

demonstrates the literature review 

methodology. A literature review relating to 

coverless text information hiding techniques 

presented in Section 4. The discussion is 

explained in Section 5. Finally, the conclusion 

is summarized in Section 6. 

 

 

2.Coverless information hiding   
         Researchers recently coined the term 

“coverless information hiding” to address the 

problem with the typical information hiding 

methods now in use. It is essential to 

distinguish between the term “coverless” and 

the lack of a carrier signal. Coverless 

information hiding refers to the fact that the 

Secret message does not need to be embedded 

in a specified carrier.  

         Coverless information hiding refers to 

the fact that the Secret message does not need 

to be embedded in a specified carrier. Because 

the original carrier signal remains unchanged, 

this method of secret information hiding 

makes coverless information hiding 

approaches more resistant to existing 

steganalysis attacks [7]. 
 

         Although coverless information 

concealment is a novel concept, it has been 

implemented daily. An acrostic poem is one of 

the finest examples that prove that the 

coverless concealment of data is not an 

entirely novel concept for people. Lewis 

Carroll wrote an acrostic poem „Alice 

Pleasance Liddell‟ [9] is the individual name 

that is concealed in this acrostic poem [7], see 

Fig. 1. 

 
 

Figure 1.  “A Boat Beneath a Sunny Sky” by Lewis Carroll [9] 
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 Texts have less redundant information than 

images and videos, making it more 

challenging to apply the techniques of text 

information-hiding. Nevertheless, texts offer 

some benefits, including easy encoding, a 

large amount of data, a small amount of space 

occupied, and frequent use. Various scholars 

have expressed interest in text information 

concealment technology due to its significance 

in wireless transmission, covert 

communication, copyright complications, and 

other areas. In parallel with the development 

of text information concealment and automatic 

text-generating technology, text steganalysis 

technology also continues flourishing. This 

has become a significant challenge to 

information hiding [10]. In general, coverless 

information hiding techniques have three main 

characters (no modification, no embedding, 

resistant to steganalysis attacks) [11-13]. 

      The methods of coverless text information 

hiding, according to Xiang et al. [10], 

generally fall into two categories: 

1. Search method [6]: The suggested method 

searches for accessible carriers on the Internet 

that are compatible with the secret message‟s 

statistical characteristics expecting that a 

suitable carrier webpage will be found after 

applying this method. Following the selection 

of a carrier, the secret message‟s distribution 

within the carrier is scrutinized, and 

communication relations are added to the 

carrier‟s address. 

2. Generation method [14, 15] This method 

automatically generates paraphrases; it is a 

new and helpful source of transformations for 

linguistic steganography.  

In contrast, Wang et al. [16] present three 

primary categories of these methods: 

1. Steganography by Cover Search: This method 

scans the Internet for an appropriate  

2. website that can serve as a carrier. This page 

must contain every character from the hidden 

message. The URL will be updated with the 

resulting string after those characters‟ places 

on the website are encoded[6]. 

3. Steganography by Cover Generation: As the 

carrier, Chang and Clark [15] create a new text 

using the N-gram model. Another common 

example is the NiceText system, which 

transforms secret messages into different 

sentences using a sizable code vocabulary 

[17]. Luo and Huang [18] use the RNN 

Encoder-Decoder framework to create 

Chinese poetry. High-quality text coverings 

can be created based on the RNN to conceal a 

hidden bitstream. [19]. 

4. Steganography by Cover Index: A text corpus 

from the Internet with books, news, articles, 

and other contents is developed by Zhou et al. 

[13]. After breaking down texts into words 

and creates indexes for each word “label and 

keyword”, it embeds these into secret 

messages, providing qualified texts. The 

natural language processing NLP technology‟s 

imperceptibility is weak when a secret 

message is long. Besides, additional semantic 

problems, including syntax mistakes and poor 

readability, mainly if a lengthy text is 

generated.  

         Although all types are progressing 

quickly, limitations are also being placed on 

them by the advancement of natural language 

processing technologies. When the secret 

information is lengthy, it is challenging to use 

the search method. Additionally, the 

generating method may have further 

shortcomings, such as semantic ambiguity, 

sentence failure, and poor readability. 
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3.Methodology 
This review presents a comprehensive analysis 

of various studies on coverless text 

information hiding methods.  Fig. 2 show the 

block diagram of review steps. 

 

 
Figure 2: Block diagram of review steps 

A. Initial Search 
The initial research used search engine file 

browsers to enter keywords. With the aid of 

these keywords, related research papers that 

successfully address the research problem 

could be found. There were just two Boolean 

operators used: AND and OR. The search 

keywords were “Carrier-free Text 

Steganography,” “Coverless information 

hiding,” “Coverless Text Information Hiding,” 

and “Coverless Arabic Text Information 

Hiding.” The platforms searched for were 

Google Scholar, Academia.edu, Research 

Gate, IEEE Xplore Digital Library, and 

ScienceDirect.  

B. Exclusion of Unrelated Research 

Excluding unrelated works in the current study 

means that the study is limited to text only, 

i.e., other media such as images, videos, and 

audio are not included. This study focuses on 

text only. Additionally, it removes all research 

about traditional information hiding since they 

are not within the scope of this study. All 

related research was considered in 

development techniques, surveys, analysis, 

evaluation, etc. Furthermore, the study 

examines papers written in English only. 

C. Grouped Related Research 

The selected research was grouped based on 

approach, authors, language, metrics, and 

types to make the comparison and analysis 

more reliable and easier.  

D. Selected Research 

The total number of related previous research 

in this study is 34. All papers are read and 

grouped for evaluation, comparisons, and 

analysis. 

 

4.Related Work 
   This section discusses the literature review 

on coverless text information hiding 

techniques, their strength, weakness, and 

performance metrics researchers use. 

The most crucial positive significance for the 

development of coverless information hiding 

technology suggested by Chen et al. 2015 [20] 

was coverless text information hiding based 

on the Chinese mathematical phrase. Chinese 

characters were separated into tags, each 

calculated and connected to an expression in 

Chinese mathematics. In order to conceal 

information without modifying the carrier text, 

this method promotes the premise of “tag + 

keyword” as the central concept. The 

proposed method involves stego-vector 

generation, obtaining a normal text from a 

more extensive database, and transmitting the 

retrieved information. The sender sends 

normal texts to the receiver, who then utilizes 

an inverse method to recover confidential 

information while maintaining the integrity of 

the carrier signal. This technique has low 

capacity (One keyword in a 1-kilobyte), lacks 

total keyword count, and needs a vast 

database, yet is resistant to steganalysis attacks 

and maintains carrier originality. 

Zhou et al. 2016  [14], [21]  proposed a new 

method to address the small hiding capacity in 

previous method conducted by Chen et al. [20] 

by hiding multiple Chinese keywords 

simultaneously in the same text. The method 

slightly enhanced the capacity with an average 

hiding capacity of 1.57 (character/text) but 

required an extensive text database and had a 

low success rate. 
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A new coverless text information hiding 

method was developed by Zhang et al. 2016 

[22] using a word rank map and stego-vectors 

from secret data. They extracted common 

texts with hidden stego-text, transmitted them 

without altering the original carrier signal, and 

used inverse procedures to uncover sensitive 

information. The method withstands 

steganalysis attacks and requires a large text 

database. 

Shi et al. 2016 [6] proposed a new model for 

detecting secret messages by searching 

webpages on the Internet. The model matches 

secret message statistical characteristics, 

analyses carrier distribution, embeds 

correspondence relations, sends secret 

messages to a Webpage Searching Server, 

encodes and compresses positional 

information, and extracts secret messages by 

position information. The method offers high 

embedding capacity (10.32%-80.98%) and 

good imperceptibility. 

Liu et al. 2017 [23] improved the previous 

methods presented by Chen et al. [20],Zhou et 

al. [13] , [20] by incorporating part of speech 

tagging and multi-keywords, enhancing 

success rate, extraction accuracy, hiding 

capacity which was equal to 2.24 

(character/text), time, and space efficiency. 

They used the "Word2Vec" language model 

and expanded the keyword set, improving 

time efficiency, extraction accuracy, success 

rate, and hiding capacity. The method also 

surpassed current steganalysis techniques due 

to unmodified text carriers. 

Zhang et al. 2017[24], [25] enhanced the 

previous method presented by Zhang et al. 

[22] by using a hash of frequently occurring 

terms, words rank map, and distance to hide 

secret information. The method created a text 

database, calculated frequent words distance 

and word rank map, and obtained regular text. 

The method escaped steganalysis attacks but 

required an extensive text database, affecting 

performance. 

Liu et al. 2017 [26] proposed a coverless text 

information hiding technique using news 

aggregation. The technique involves turning a 

secret message into a number, concealing it 

within a visible online news piece, and 

allowing the receiver to use the secret 

information. The algorithm is easy to use, 

reliable, and efficient for sending stego 

messages. The maximum hiding capacity was 

determined by three parameters (number of 

news subjects, blocks, and headlines), where 

the max bit of secret information was 43 per 

two div blocks in hiding. 

Sun et al.2017 [27] proposed a coverless text 

information hiding approach using NER 

systems. The secret message was converted 

into keywords, searched, and noted using a 

named entity recognition system. This method 

embeds directly without modifying the stego-

text, allowing it to withstand current 

steganalysis and detection techniques. 

Xia et al. 2017 [28] proposed a coverless text 

information hiding approach using the LSB of 

the Character's Unicode. This method converts 

internet-collected texts into LSB texts and 

stores them in a database. The method requires 

an extensive text database and low capacity 

texts (14 or 15 bits when the number of texts 

was approximately 200,000) texts.  

Wu et al.2018 [11] proposed a coverless text 

information hiding approach using Chinese 

conversion strategies. They segmented secret 

information into keywords, obtained tag sets 

based on protocol and ID, and selected 

specific rules from each set. This method 

improved success rates and hiding capacity, 

and resisted steganalysis. 

Wu et al.2018 [29] improved the method 

proposed by Wu et al. [11] in western 

languages by proposing a steganography 

based on English texts. The method involves 

breaking secret messages into keywords and 

using a secret key to obtain tag sets. The study 

showed effectiveness in hiding capability and 

steganalysis resistance but had a low success 

rate compared to Chinese coverless 

steganography. 

Long and Liu 2018  [30] improved the method 

suggested by Chen et al. [20] using word2vec 

and distance to obtain similar keywords. They 

then used similar keywords to increase the set 

of keywords and retrieved stego-texts with 

location tags and keywords, achieving 100% 

success rate. Experimental results showed that 

the method would not leave any modification 
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trace in texts, and it was robust for current 

steganalysis tools.  

Fu et al. 2018 [12] enhanced method presented 

by Chen et al. [20] by incorporating a header 

file for tag placement. The goal was to locate 

multiple hidden keywords in a text using 

binary strings and a certain number of 

keywords. The method used a large-scale 

index, breaking the original text into terms, 

generating tags, and providing a header file for 

more keywords. Despite its effectiveness, it 

required an extensive database and had some 

limitations especially the success rate still had 

some weaknesses. 

Chen X. and Chen S. 2019 [31] proposed a 

text coverless information hiding algorithm 

based on the compound and selection of words 

to improve the methods proposed by Ji and Fu 

[13], Wu and Sun [11] methods. The 

algorithm aims to select popular terms or 

words as a compound, separating secret 

information, reducing carrier texts, and 

enhancing hiding capacity. The algorithm's 

efficiency is high, and resistance to 

steganalysis methods is maintained. However, 

compound words may be invalid if secret 

information is encrypted or not natural. 

A coverless information hiding method based 

on keywords was introduced by Ji H. and Fu 

Z. in 2019 [13].  The signal keyword 

following preprocessing was utilized as the 

units, while the word components from 

method proposed by Chen et al. [20] were 

used as location tags. The method creates a 

mapping between binary strings and keywords 

to conceal numerous keywords in a text. The 

process involves dividing the document into 

keywords sequences and attaching a location 

tag. The method has a high success rate for 

short text but has weak robustness and low 

hiding capacity. 

Wu et al. proposed several coverless text 

steganography methods-based Markov chain 

model. They proposed a coverless text 

steganography method based on single bit 

rules in 2019  [32] . The method involves 

navigating a dataset, selecting sentences with 

the same began term, establishing a Markov 

state transition diagram, trimming it for 

optimal results, and setting a binary code. The 

method was tested on movie reviews and news 

datasets, resulting in improved embedding rate 

(embedding rate= 2.73), and low perplexity 

(15.38±6.77, 17.05±15.21). This method was 

improved in 2019 [33] using the maximum 

variable bit embedding instead of the usual 

fixed bit embedding in method presented by 

Wu et al. [32]. Experimental results showed 

improved embedding rate (embedding rate= 

2.75) and low perplexity (15.29, 16.91) in 

movie reviews and news datasets compared to 

previous works. In 2019 [34] new 

improvement was implemented based on half-

frequency crossover rule. They used 3-gram 

and 4-gram half-frequency crossover as 

examples and tested the method on movie 

reviews and news datasets. The results showed 

an embedding rate of 2.78 and perplexity of 

15.97±7.57 and 17.41±8.91, respectively. 

Another improvement was implemented in 

2019 [35] based multi-rule language models 

instead of a single gram model. The 

embedding rate= 2.85, and the perplexity was 

(52.05±35.80, 20.52±13.98) in the two 

datasets. Then, two improvements were made 

in 2020, the first in  [36] using state transition-

binary sequence (STBS)-based to generate 

semantically smooth texts. The result of 

perplexity (14.07 ± 8.83, 13.34 ± 9.90, 12.89 ± 

8.75) is minimal compared to similar models 

in Twitter, IMDB, and News datasets, and 

embedding rate is 2.18. The second 

improvement that made in 2020 in [37] by 

index and one-bit embedding. The perplexity 

is small among similar models (16.78 ± 7.89, 

14.97 ± 2.55, 25.92 ± 18.59) in Twitter, 

IMDB, and News datasets respectively, with a 

2.95 embedding rate. 

Long et al. 2019 [38] proposed a coverless 

information hiding method using web texts. 

They segmented secret information into 

keywords and extracted them using the 

TextRank algorithm. They used web spider 

technology to capture web texts with secret 

information, then used a 2-D coordinate 

system to describe the location. The method 

also used the "Word2Vec" language model to 

expand the keyword set. The study found a 

high success rate of 99% for different secret 

information lengths, with an average hiding 

capacity of 10.53, but revealed decreased 
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extraction accuracy with longer information 

lengths. 

Wang K. and Gao Q. 2019 [39] proposed a 

coverless information hiding method using 

character features to represent binary digits. 

They found a mapping function between 

character features and a Binary Digit String 

(BDS) and used the Parity of Chinese 

Characters' Stroke Number (PCCSN) as a 

character feature. The experiments revealed 

that the proposed methods had a high 

embedding rate of 6.25% in best case and 

reached 25% in the improved method, as well 

as more security, good robustness, and a high 

success rate. Besides, this method had some 

advantages, such as resisting the format 

transformation attack and improving semantic 

and statistical detection. It exhibited no need 

for additional information and applied in many 

languages. Notably, large-scale text corpus 

was significant for these methods; hence, they 

needed large text corpus. 

Zhou et al. 2020 [40] proposed a coverless 

information hiding method based on the 

double-tags and twice-send. This method was 

improved methods presented by Zhou et al. 

[21], Sun et al.  [27] in terms of low capacity. 

They established two-character combinations 

in a two-dimensional array with a combo 

number threshold. The experimental results 

displayed that the proposed method made an 

improvement in the hiding capacity = 31.38%.  

Zhang W. et al. 2020 [41] presented a 

coverless text steganography method based on 

the characteristics of word association to 

construct the word node tree by both sender 

and receiver. The sender chooses texts from an 

isomorphic set, sends messages, and decodes 

hidden data. This method has a higher average 

hiding capacity (82.35 bits per text) than 

popular methods, stable success rate, and 

resistance to detection. 

Liu Y. and Wu J. 2020 [42] proposed a 

method using Chinese Pinyin to select hidden 

tags from Pinyin combinations of two words. 

They used part of speech (POS) to hide 

keyword numbers, eliminating redundancy 

and ensuring uniqueness in stego-texts. The 

method expanded the keyword set using the 

"Word2Vec" language model. The proposed 

method, without modification to text carriers, 

effectively resists existing steganalysis 

methods and attacks, demonstrating high 

hiding capacity, success rate, extraction 

accuracy, and time efficiency. 

Xiang et al. 2021 [10] introduced a coverless 

text steganography method using multi-index 

segmentation to segment secret information 

into keywords. The method uses a word index 

table, random increment factor, and mixed 

indexes to convert big data texts into secret 

data, with the greediest algorithm being used. 

The results showed an improvement in 

robustness, so this method resisted attacks and 

had high security and a fast average hiding 

rate= 42.48 (bit/s). However, the name entities 

could not be hidden in this method, and the 

average success rate was 94.89%. 

Qin et al. 2021 [43] presented a robust 

coverless text steganography method based on 

the big data text on the Internet. The mixed 

index was transmitted as secret information, 

which contained the TF-IDF features of the 

words and topic model distribution of the text. 

The results revealed that this method resisted 

attacks and had high security. However, the 

name entities could not be hidden in this 

method, and the average success rate was 

98.24%. In comparison, the average hiding 

capacity reached (60.40, 64.36) with and 

without removing the highest point. 

Liu et al. 2021 [44] improved the previous 

methods presented by Chen et al. [20], Wu et 

al.[11] in terms of success rate, extraction 

accuracy, and hiding capacity. Part of Speech 

(POS) used to hide keyword numbers and 

optimize stego-text retrieval. They used 

Chinese character components as locating 

marks and expanded the keyword set using the 

"Word2Vec" language model. The method 

improved embedding capacity and removed 

ambiguity in locating markers. As well as the 

method enhances extraction accuracy by 

increasing the number of keywords in stego-

texts mapped to POS, improving embedding 

success rate, and withstands current 

steganalysis techniques. 

Wang et al. 2021 [16] introduced a new 

coverless text steganography method using 

Chinese character component structures. 

These structures were divided into groups 

based on usage frequency, expressing a 
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specific Binary Digital String (BDS). The 

Minimal Square Matrix (MSM) was converted 

into a Code Square Matrix (CSM). The BDSs 

were converted into binary digital slices 

(BiDSs) using the Chinese remainder theorem. 

The receiver then reconstructed the BDS and 

determined the corresponding row and column 

numbers. As a result, the method did not 

modify a text in any way, had a good 

imperceptibility, high robustness, high success 

rate (100%), high capacity, no detection by 

semantics and statistical steganalysis methods, 

and extensibility to implement in different 

languages.  

Wen et al. 2021 [45] introduced a new text 

coverless information concealment technique 

using Morse Code, lists, loops, initiators, and 

groupings. The method creates a character 

correspondence table and allows high-

frequency words to be represented. 

Experiments showed this method improved 

hiding capacity, confidentiality, and text 

search rate, but longer words took longer to 

hide and extract. 

Guan et al. 2022 [8] proposed a polynomial-

based coverless information hiding technique 

for Chinese text. To increase the number of 

keywords in the index table, additional 

keywords could be chosen using the tags (one 

tag to multiple keywords). The location of the 

keyword in a secret message was determined 

by text vocabulary matching. The study uses 

polynomials to encrypt tag index and location 

data, resulting in increased security. Besides, 

the hiding success could nearly approach 

100% for any size of the webpage text 

database, which went up with the increased 

size of the webpage text database. Even if the 

smallest database was selected for testing, the 

proposed method could approach above 95% 

success rate. The average hidden capacity with 

experiments implemented on four message 

sets showed that the proposed method was 

higher than the similar methods proposed by 

Chen et al.  [20], Fu et al. [11]. 

 

A. Majumder et al. 2023 [48] proposed new 

method by creating a dataset for the domain 

values of its attributes, the method focuses on 

synthesising a database. The concealed 

message is revealed when the dataset is sorted 

using a comparison-based approach. The trick 

of the trade is to conceal everything and 

everything while maintaining the database's 

semantic integrity. The effectiveness of our 

strategy, which outperforms recently proposed 

approaches and offers a solution for highly 

resistant covert communication, is assessed by 

considering multiple security measures and 

doing a thorough analysis of time complexity.  

 

 

Table I below concludes the methods used in 

the studies and shows the strengths and 

weaknesses of each one.  

 

 

TABLE I.  OVERVIEW OF COVERLESS TEXT INFORMATION HIDING TECHNIQUES    

References with year Methodology Strength Weakness Dataset Metrics Language 

2015 [20] 

 

It uses and portrays 

Chinese characters 

as mathematical 
expressions. 

It Resists the 
attacks of 

steganalysis and 

preserves the 
carrier‟s 

originality. 

With low capacity, 

unknown the 
number of 

keywords, requiring 

a vast text database. 

Chinese text 

database 

Capacity 

 

Chinese 

 

2016  [14], [21] 

 

It retrieves stego-

text that contains 
both the number of 

keywords and the 

private information. 

It enhances the 

capacity, knows the 
total number of 

keywords, resists 

steganalysis attacks 

It demands an 
extensive text 

database, consumes 

time, limited 
improvement and a 

low success rate. 

Sogou Labs 
Capacity, 

success rate 

Chinese 

 

2016 [22] 

Using the rank map 

to generate stego-

vectors from the 

secret message. 

Resisting all kinds 

of existing 

steganalysis 

methods, no cover 

modification. 

Capacity is 

inadequate, an 

extensive text 

database is needed. 

Text big data 
Capacity, 

robustness 

English 

 

2016 [6] 
Based on features of 

huge amount 

Sending only a 

URL, no original 
It needs enormous Set of 

Capacity, 

validity of 

Chinese 
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References with year Methodology Strength Weakness Dataset Metrics Language 

Internet webpages text change, high 

embedding 

capacity, and good 

imperceptibility. 

webpages. webpages the 

algorithm 

 

2017 [23] 

Based on the part of 

speech tagging 

using multi-

keywords. 

It improves success 

rate, extraction 

accuracy, hiding 

capacity, time, and 

space efficiency. 

It needs an extensive 

text database. 

Chinese 

corpus of 

Sogou Lab 

Capacity, 

success 

rate,extracti

on accuracy, 

security, 

time 

efficiency. 

Chinese 

2017[24], [25] 

Using a hash of 

frequently occurring 

terms and the words 
rank map. 

Safe, can escape 

from almost all 
steganalysis 

methods, no cover 

modification. 

It has a low 
capacity, needs an 

extensive text 

database, needs to 
change the private 

keys periodically. 

News 

websites 
Capacity 

English 

 

2017 [26] 

Based on news 

aggregation, which 
transforms the 

secret message M 

into a large integer 

The algorithm is 
easy to use, reliable 

against any 

steganalysis, not 
need an extensive 

database. 

The database needs 

regular intervals 
updates, and 

capacity is based on 

the amount of news. 

Sina News 
Capacity, 

robustness, 

security. 

Chinese 

 

2017 [27] 

Named entities are 
used to mark the 

locations of the 

Secret message 
based on big data. 

Reliable against 

any steganalysis, 
no modification, 

high security. 

It needs an extensive 
text database. 

CoNLL03, 
ACE05 

Robustness, 
security. 

English 
 

2017 [28] 

Based the LSBs of 

the character‟s 

Unicode of the 

covers. 

Resisting current 

detecting 

techniques, no 

modification in 

cover. 

It has low capacity, 

needs an extensive 

text database. 

Databases of 

200,000 texts 
Capacity 

Chinese 

 

2018 [11] 

Based on two tag 

selecting strategies 

to determine the 

tags 

Improving success 

rate and hiding 

capacity, resisting 

the steganalysis. 

It needs an extensive 

text database, low 

capacity, need an 

index of the 

database 

Sougou Lab. 

Capacity, 

success rate, 

security. 

Chinese 

 

2018 [29] 

coverless 

information hiding 

based on English 

texts. 

Improving hiding 

capacity, resisting 

the steganalysis. 

Low success rate, 

needs an extensive 

database, need an 

index of the 

database 

Reuters 

Corpus 

Volume1 

(RCV1) 

Capacity, 

success rate, 

security. 

English 

 

2018  [30] 

Method of text 

coverless 

information hiding 

based on word2vec 

to obtain similar 

keywords. 

High success rate, 

improving hiding 

capacity, resists 

steganalysis, used 

similar words when 

text retrieval fails. 

It fails if the 

keyword does not 

exist in the text big 

data, needs an 

extensive database 

Sogou Lab 
Capacity, 

success rate. 

Chinese 

 

2018 [12] 

Use a tag to position 

the keywords as 

much as possible 

It hides more 

information, resists 

all steganalysis 

methods 

It needs an extensive 

database. 

weaknesses of 

success rate 

Text from 

the Internet. 

Capacity, 

success rate. 

Chinese 

 

2019 [31] 

Based on the 

compound and 

selection of words 

High algorithm 

efficiency, resists 

all steganalysis 

methods 

It needs an extensive 

database, low 

security. 

Text from 

the Internet. 

Capacity, 

success rate, 

security 

Chinese 

 

2019 [13] 
Based on keywords 

that are used with 

resists all 

steganalysis 

It has weak 

robustness and low 
Sougou 

Capacity, 

success rate, 

Chinese 
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References with year Methodology Strength Weakness Dataset Metrics Language 

location tags to 

build the index. 

 

methods, high 

success rate for 

small text with 

limit. 

hiding capacity. Labs. security, 

robustness. 

 

2019  [32], [33], [34], 

[35], 

2020  [36], [37] 
 

Based on the 

Markov model, the 
transition 

probability is used 

to create stegotext 

It preserves the 

characteristics and 
affects the 

algorithm, It 

preserves the 
characteristics and 

affects the 

algorithm. 

Based on a sample 

library of sentences 
with the same word, 

It needs an extensive 

database. 

Collection of 

reviews 

about movies 
and news. 

Algorithm 

performance

, embedding 
rate. 

English 

 

2019 [38] 

Based on web text 

regards existing 

massive internet 

text as big data 

The presence of 

many webpages. 

Extraction accuracy 

will be decreased 

with increasing 

secret information 

length. 

Chinese 

corpus of 

Sogou Lab 

Capacity, 

success rate, 

extraction 

accuracy. 

Chinese 

 

2019 [39] 

Based on the parity 

of Chinese 

characters‟ stroke 

numbers. 

It resists attacks, no 

need for additional 

information, 

applied in many 

languages. 

It needs a large text 

corpus. 
webpages 

Embedding 

rate, success 

rate, 

availability. 

Chinese 

 

2020 [40] 

Based on the double 

tags in a text by 

odd-even 

adjudgment. 

Improving the 

success rate, hiding 

capacity, and 

efficiency of 

algorithm. 

It needs an extensive 

database. 

20 million 

selected 

carriers 

Capacity, 

success rate. 

Chinese 

 

2020 [41] 

 

Based on 

characteristics of 
word association to 

build the word node 

tree. 

Stable success rate, 

improved hiding 
capacity, and 

resistance to 

detection. 

It needs an extensive 

database. 

Online news 
and film 

reviews 

Resistance 

to detection 

Capacity, 
security, 

English 

 

2020 [42] 

 

The Pinyin 

combinations of two 
words are used to 

choose the hidden 

tags. 

It shows 

improvement in 

success rate, 
extraction 

accuracy, hiding 

capacity, time, and 
space efficiency. 

It needs an extensive 

database. 

Chinese 
corpus of 

Sogou Lab 

Capacity, 

success rate, 

extraction 
accuracy, 

security, 

time 
efficiency. 

Chinese 

2021 [10] 

Based on 

segmenting the 

secret information 

into several 

keywords 

Improving 

robustness, resisted 

attacks, high 

security, high 

success rate, fast 

average hiding rate 

It needs big data 

text, cannot hide 

some entity names, 

and does not reach a 

100% success rate. 

Chinese 

corpus of 

Sogou Lab 

Robustness, 

success rate, 

security, 

hiding rate. 

Chinese 

 

2021 [43] 

Based on the big 

data on the Internet. 

secret information 

contains the TF-IDF 

and topic model. 

Resisting attacks, 

showing high 

security. 

needs big data text, 

cannot hide some 

entity names, not 

reach a 100% 

success rate. 

Sogou Lab 

Robustness, 

success rate, 

security, 

hiding rate, 

hiding 

capacity 

Chinese 

 

2021 [44] 
 

POS is utilized to 

hide the number of 
keywords after 

pretreatment. 

It shows 

improvement in 
success rate, 

extraction 

accuracy, hiding 
capacity, time, and 

space efficiency. 

It needs an extensive 
database. 

Chinese 

corpus of 

Sogou Lab 

Capacity, 

success rate, 
extraction 

accuracy, 

security, 
time 

efficiency. 

Chinese 

2021 [16] 

Using structures‟ 

encoding to express 

various BiDSs to 

guarantee that a 

secret message can 

No matter how 

long a text is, no 

modification, good 

imperceptibility, 

high robustness, 

 

Collected 

from the 

Internet 

science, 

novels, news, 

Capacity, 

success rate, 

robustness. 

Chinese 
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References with year Methodology Strength Weakness Dataset Metrics Language 

be effectively 

concealed. 

success rate, and 

capacity, resist 

steganalysis 

methods, 

extensibility to 

other languages. 

and e-

commerce. 

2021 [45] 

Based on a 

combination of 

Morse Code. 

Improve hiding 

capacity, 

confidentiality, 

efficiency and text 

search rate. 

 

5076 English 

texts from 

the Internet 

Capacity, 

efficiency 

testing, 

English 

 

2022 [8] 

Hiding a secret 

message using 

polynomial 

encryption. 

It shows an 

improvement in 

success rate, hiding 

capacity, security, 

and extraction 

accuracy 

It needs an extensive 

database. 

Collected 

from the 

Internet: 

Capacity, 

success rate, 

extraction 

accuracy, 

security 

Chinese 

 

        0202[48] 
 unique database 

synthesis technique 

Hiding in any 

language,  
 

Database 

from kaggle 

Capacity, 

success rate, 

extraction 

accuracy, 

security, 

time 

complixty  

Any 

language 

  

5.Discussion 
Several surveys have been published about 

coverless information hiding in image based 

[46], video based [47], as well as text based 

[7]. The survey on the text has been limited to 

specific years. Those researchers discuss the 

current scope of the technique used in the 

coverless text information hiding till 2018. 

The primary goal of this literature review is to 

examine cutting-edge research in Chinese, 

English, and other languages to answer the 

proposed questions on the type of coverless 

text information hiding method, the 

development approaches, selected dataset, 

performance metrics, authors countries, and 

challenges of hiding applications. To achieve 

these objectives, six research questions are 

addressed. Table II presents the research 

questions and motivations. In comparison, the 

subsequent subsections explain the details of 

each research question. 

Q1: What are the approaches used for 

coverless text information hiding? 

As shown from the previous related works in 

Table 1, specific techniques affect the 

development of coverless text information 

hiding. These techniques are based on 

keywords, tags, frequency, Markov model, 

part of speech, etc. All these studies have 

several datasets and languages. Table 3 shows 

the details. 

From Table 3, most approaches depend on 

(keywords and Tags) with indexing which 

they have more efficient in hiding and 

extraction process, show Fig. 3. 
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TABLE 2. LIST OF THE SURVEY RESEARCH QUESTIONS 

No. Research Questions Motivations 

Q1  What are the approaches and techniques 

used for coverless text information hiding? 

Identifying the state-of-the-art approaches may be 

significant for developers to provide more fit solutions by 

working and evolving the recent techniques and trends. 

Q2 What is language? 

 

Identifying the languages used in coverless text information 

hiding techniques.  

Q3 What is the authors‟ country that interesting 

coverless text information hiding 

techniques? 

Identifying the country of authors interested in this topic 

and which country significantly affects the development of 

coverless text information hiding techniques. 

Q4 What are the commonly used metrics to 

evaluate the performance of coverless text 

information hiding techniques? 

Identifying the commonly used metrics to evaluate and 

comparing the performance of coverless text information 

hiding techniques. 

Q5 What are the quantities of the coverless text 

information hiding publication in each year? 

Counting the number of published papers to figure out 

when the subject became popular and significant. 

Q6 What are the main challenges facing the 

implementation of coverless text 

information hiding techniques?  

Spotting open-research problems in developing coverless 

text information hiding techniques and providing future 

guidelines to continue developing the current issues.  

TABLE 3. LIST OF MOST USED APPROACHES 

No. Approach  Description  References  

1 Keywords and tags, 

word frequency 

The structure is expressed as “label and keyword” 

with frequency. 

[20-26], [8], [11-14], [29], 

[31],[40] 

2 Markov Model and 

word tree 

Based on the Markov model, the transition 

probability is used to create steganographic text 

based on a word tree. 

[32-37], [41] 

3 Index with POS The structure is expressed as “label + keyword,” 

and Part of Speech (POS) is utilized to hide the 

number of keywords. 

[42], [44] 

4 Search method Techniques will search the Internet for an 

appropriate webpage to serve as a carrier. 

[6], [38] 

 

5 Others Based on   character components, Unicode, 

character features, NER, word2vec, Tf-idf, uniqe 

database 

[45], [16], [27], [28], [39], 

[30], [10], [43], [48] 

 

 

 
Figure 3. Illustration of most used approaches of coverless text information hiding 
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Q2: What are languages used for coverless 

text information hiding? 

Most papers presented in Table 1 were 

implemented in the Chinese language based 

on characters components, features, structures, 

etc., but there were some papers implemented 

in the English language, Table 4 shows the 

details. 

TABLE 4. LIST OF LANGUAGES USED FOR COVERLESS TEXT INFORMATION HIDING 

No. Language Description References 

1 Chinese 

Based on characters components, 

features, structures, punctuation, 

Unicode, stroke, Pinyin 

[6], [8], [10-14], [16], [20-21], [23], [26], 

[28], [30], [31], [38-40], [42-44] 

2 
English 

 

Based on word frequency, 

probability in the Markov model, and 

word tree. 

[22], [24-25], [27], [29], [32-37], [41],[45] 

3 Others 
Unfortunately, no papers implement 

another language. 
No papers 

 

 

Q3: What is the authors‟ country? 

Identifying the country of authors interested in 

this topic means which country significantly 

affects the development of coverless text 

information hiding techniques? It is noted 

from Table 5 that 31 papers are from Chinese, 

while only 3 papers are from other 

nationalities.  

TABLE 5. LIST OF AUTHORS‟ COUNTRY INTERESTED IN COVERLESS TEXT INFORMATION HIDING 

No. Nationality References 

1 Chinese, USA, Japan  [20] 

2 Chinese, Canada, Taiwan [14] 

3 USA [27] 

4 India [48] 

5 Chinese  [6], [8], [10-13],[16], [21-45] 

 

Fig. 4 and Fig. 5 explain the answers to questions 2 and 3 respectively. 

 

Figure 4. Illustration of the languages used in coverless text information hiding 
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Figure 5. Authors‟ country interested in coverless text information hiding 

Q4: What are the evaluation metrics? 

The available coverless text information 

hiding methods are evaluated and contrasted 

based on a variety of critical factors such as 

hiding capacity, algorithm efficiency, success 

rate, ability to resist steganalysis, and 

theoretical and real-world significance. Table 

6 presents a summary and comparison of 8 

evaluation metrics types used in developing 

coverless text information hiding methods 

over the selected papers. The table shows that 

the most common measure used for both 

languages (Chinese and English) is hiding 

capacity, then the success rate and security 

analysis, respectively. 

 

TABLE 6. LIST OF EVALUATION METRICS USED FOR COVERLESS TEXT INFORMATION HIDING 

No. Language Description References 

1 Hiding capacity 
The number of characters or keywords that can be hidden in 

one text. 
All papers except [27] 

2 Success rate Evaluating the performance of the embedding algorithm 

[8], [10-14], [16], 

[21], [23], [29-31], 

[38-40], [42-44], [48] 

3 
Extracting 

accuracy 

Evaluating the performance of the extracting algorithm 

(distance between the secret message and the extracted 

message). 

[23], [8], [38], [42], 

[44], [48] 

4 Security Analysis Resistance to attacks. 

[8], [10-11], [13], 

[23], [26-27], [29], 

[31],[41-44], [48] 

5 Perplexity 

Measuring the quality of the language generation model. The 

smaller the perplexity is, the closer the statistical distribution 

of the text. 

[32-37] 

6 Hiding efficiency The time needed to hide information. 
[23], [44-45], [42], 

[48] 

7 Availability 
A large scale-corpus will prompt the availability of these 

methods. 
[39], [48] 

8 
Validity of 

Algorithm 

Can the algorithm embed and extract secret messages 

correctly? 
[6] 

 

Q5: What is the paper publication in each 

year? 

The most crucial positive significance of the 

development of coverless information hiding 

technology was suggested in 2015; the topic 

became an interesting issue in the following 

years. Table 7 shows the number of papers 

about coverless information hiding technology 

published each year until this report is written.  
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TABLE 7. LIST OF LANGUAGES USED FOR COVERLESS TEXT INFORMATION HIDING 

No. Year References 

1 2015 [20] 

2 2016 [14], [21], [22], [6] 

3 2017 [23-28] 

4 2018 [11], [29], [30], [12] 

5 2019 [13], [31-35], [38-39] 

6 2020 [36-37], [40-42] 

7 2021 [10], [16], [43-45] 

8 2022 [8] 

9 2023 [48] 

 

Table 7 illustrates that most publications 

occurred in 2019, then 2017, 2020, and 2021 

respectively. 
 

Researchers have become interested in the 

idea of coverless information hiding since it 

was first published in 2015; yet, only a few 

publications addressing hiding capacity and 

success rate have been authored. The number 

of publications decreased after 2019 despite an 

increase in the proposed methods, which could 

be attributed to the Coronavirus outbreak, 

which was one of the year's most popular 

topics. This study examines the body of prior 

research up until 2023, Fig. 6 and Fig. 7 

explain the answers to questions 4 and 5 

respectively.  
 

 

 

Figure 6.Illustration of the evaluation metrics 

 

 

Figure 7. Paper‟s publications in each year 
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Q6: What are the challenges in coverless text 

information hiding techniques? 

In brief, the problem of the low hiding 

capacity continues to be the key obstacle for 

the research. In fact, certain methods fail to 

successfully conceal or extract some secret 

messages. Additional complications include 

the requirement for enormous databases in all 

varieties of coverless information hiding. As 

opposed to this, the core problem with 

generation-based types is ambiguity and 

semantic analysis. Therefore, it is extremely 

difficult to apply similar methods to other 

languages like French, Japanese, or Arabic, 

which incorporate an array of inherent features 

that may be helpful in coverless information 

hiding. 

6.Conclusions 
          This survey has covered several selected 

papers that have focused specifically on 

coverless text information hiding techniques 

and methods which have no cover 

modification, no embedding, and resist all 

kinds of existing steganalysis methods. In 

general, information hiding is the art of 

sending secret messages via a network without 

a third party being able to detect them. Most 

of the coverless text information hiding 

techniques are divided into two models: the 

Generation-based model and the Search-based 

model. These techniques are sometimes 

classified into three models: cover search, 

cover generation, and cover index. This work 

addresses six research questions for studying 

state of the art research for Chinese, English, 

and other languages. These questions include 

the type of coverless hiding models, the 

development approaches, selected dataset and 

language, performance metrics, authors‟ 

countries, and development challenges of 

hiding applications. However, there is little 

research in the search model, while most 

research is in the cover index model. The 

complexity of the generation-based model is 

more than the others because of the ambiguity 

in natural language processing. Several 

approaches have been used to implement 

coverless text information in the discussed 

studies, based on multi keywords and tags, 

Markov model, frequency, part of speech, etc., 

while 62% of research was implemented in 

Chinese and the rest ration in English. The 

most common measure used for both 

languages (Chinese and English) is hiding 

capacity, then the success rate and security 

analysis, respectively. Coverless information 

hiding gained researchers‟ interest in 2015. In 

2019, there was an increase in suggested 

methods but a decline in publications over the 

years. Future studies are expected to focus on 

coverless text information hiding. 

Coverless text information hiding techniques 

still had limitations, like low capacity, 

extraction accuracy, and dataset size. 

Consequently, coverless text information 

hiding techniques may face challenges in the 

accuracy of hiding and extracting, hiding 

capacity, and implementation in other 

languages. However, from the survey above, it 

can be said that the coverless text information 

hiding has high leverage in improving the 

security and robustness of transmitted data and 

high resistance to attacks. 
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