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abstract

This research aimed to examine the level of awareness among postgraduate students
at the Faculty of Education, Damascus University, regarding the concept of
cybersecurity and its importance in the academic environment. It also analyzed their
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actual practices when using digital technologies and identified the most significant
challenges they face in adhering to cybersecurity procedures. Furthermore, the study
sought to investigate the relationship between awareness and practice from the
students' own perspective. A descriptive-analytical approach was adopted, and a
questionnaire was developed to assess the current state of cybersecurity awareness.
This instrument was administered to a stratified random sample of 205 postgraduate
students at the Faculty of Education, Damascus University. The findings revealed that
students demonstrated a high level of awareness of cybersecurity procedures, while
their actual practices were generally satisfactory. However, these practices were
primarily limited to basic individual measures, such as using strong passwords,
performing backups, and adjusting privacy settings, whereas operational and
institutional practices—such as logging out and reporting security incidents—were
less frequently observed. The study also highlighted significant challenges faced by
students, including the high cost of security tools, insufficient training and technical
support, and difficulties in enabling two-factor authentication. Statistical analysis
indicated significant differences in awareness favoring PhD students, and differences
in practice favoring those with intermediate and advanced technical experience.
Additionally, a strong positive correlation was found between awareness and
practice, confirming that enhancing knowledge contributes to improving security
behaviors among students.
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